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 Technical Security Policy
1 Purpose 
1.1 The purpose of this document is to provide a clear statement of St Georges, University of London (SGUL) commitment to the Technical Security (TS) in the protection of SGUL and stakeholder information.  

1.2 The policy is part of the Information Governance Framework and sits alongside the Information Management Policy and Information Security Policy. 
2 Aim
2.1 Our aim is to ensure we have technologies, processes and controls in place to protect, especially from cyberattack, all St George’s, University of London (SGUL) systems, networks, programs, devices and data.  
3 Roles and responsibilities

3.1 All staff have a responsibility in how they handle and protect information, details of these roles and responsibilities can be found in the SGUL IG Roles and Responsibilities Guidance.   
4 Policy statement 
4.1 The application of TS across SGUL is founded on the general security objectives which comprise the following: 
· Confidentiality – Ensuring that information is not made available or disclosed to unauthorised individuals, entities or processes

· Integrity, which may include authenticity and non-repudiation – protecting the accuracy and completeness of assets.

· Availability – property of being accessible and usable upon demand by an authorised entity

4.2 To achieve these objectives and ensure the attainment and maintenance of the security properties of SGUL and user’s assets the following TS procedures have been developed to cover security methodologies and approaches for the following elements:
· Access Control:

· Boundary Protection:
· Forensic Readiness:
· Patching

· Protective Monitoring

· Telecommunications

· AV Malware

· Identification & Authentication

· Encryption

· Legacy IT Hardware & Software Security

· Secure Configuration

· Hardware & Software Security

· Network Security

· Cloud Security

· Application Security

· Back-up Policy 

5 Controls 
5.1 Ownership of the TS Policy is with the Information Governance Steering Group (IGS) who provide high level oversight in the determination of the information security management. 
5.2 Responsibility for staff compliance with the SGUL TS Policy is with SGUL Executive Board. 
5.3 Staff will be made aware of this policy upon publication and on a regular basis afterwards through SGUL internal communications channels, including the Intranet, Staff Update and team briefings.  
6  Assurance

6.1 An annual review of internal control systems over SGUL TS arrangements will be managed by the IGSG.
. 
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